Policy #: Title: Effective Date:
GEN-007 Network Access Control (NACing Machines) 06/01/2008

Policy Description—Any computer connected to the UF network is required to have up-to-
date anti-virus software, anti-spyware software, current operating system security patches,
and the UF Security Notification software.

The first time users connect their computer to the UF Network, they will be asked to
download a small program that runs in the background and transmits information about their
computer's software back to the NAC. After this is installed, computers failing to meet any
of the requirements will be sent notification with directions for addressing deficiencies.

The list of computer requirements is:

o Up-to-date operating system and patches, including Windows XP >=SP2, Windows
2000 >=SP4, Windows Vista, Windows 7, Mac OS >=10.4.5, and Linux

e Up-to-date Anti-virus Software with current definitions
o Up-to-date Anti-spyware Software with current definitions
o UF Emergency Notification system (Lynx)

e Sun Java Runtime Environment 1.5 or later

Definitions—

Network Access Control (NAC)—System for gaining access to the UF network.

Rationale for Policy—

Responsible Department/Person—Information Technology Services/Technology Support
Services Manager/Network Systems Manager

Reference/Related Information—

Who should be notified about this policy—All UF faculty, staff and students

Issue Date: 06/01/2008

Modification History—






